Monika Hudakova
Lubos Cibak
Marian Kovac

Security Risk Management
— Development Factor in Public
Sector

RAM-Verlag
2023



Title:
Security Risk Management
— Development Factor in Public Sector

© Authors:
prof. h.c. prof. Ing. Monika Hudakova, PhD. MBA
assoc. prof. Ing. Cubo§ Cibak, PhD. MBA
Ing. Marian Kovag, PhD.

Reviewers:
prof. Ing. Nagib Daneshjo, PhD. Slovak Republic
dr.hab. prof. STANS Grzegorz Wilk-Jakubowski,
Poland
doc. Ing. Antonin Kucera, CSc. MBA, Czech Republic

ISBN 978-3-96959-036-8



CONTENTS

INTRODUCTION ...ttt 1
1 MONOGRAPH METHODOLOGY .....cccooviiiiiiiieeiiiiee e 6
1.1 Definition of the study problem.............cccooiiiiiiiiinnn. 6
1.2 Aim and objectives of the monograph............cccccceernene. 12
1.3 Methods used in the monograph..........c.cccooveviiiiiennnnne. 13
2 THEORETICAL BACKGROUNDS .......cccoiiiieiiiieieeeie, 22

3 ASSESSMENT OF THE CURRENT APPROACHES AND
METHODS FOR MEASURING CITIZEN SECURITY ....61

3.1

3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9

3.10

Analysis of previously published methods

for measuring security in relation to humans.................. 63
Measuring human SECUFILY .........ccccveevveeeiieeesiieeciieenn 63
Human Development Index (HDI) .......ccccccoovveeiiveeinnnn. 68
Human Security Index (HSI).........ccooe e, 72
Humanity's (In)Security Index (HISI) .........cc.ccoovvveinnnnn. 79
UNISYS Global Security INdeX ..........ccooveevieeeiiieeiinnnn, 82
Personal Security INeX .........coovvveiviieiiiec e 84
Crime prevention by citizens view - Czech Republic......90
Citizens security as part of measuring the quality

of the business enVironmMeNnt............cccccevveerieeiiee e, 92
Comparison of analysed methods of measuring

CIIZEN SECUIILY ..ottt 95



PROPOSAL OF A METHOD TO MEASURE CITIZENs
SECURITY IN TERRITORIAL UNITS
OF THE SLOVAK REPUBLIC.........coooiiiiieceee 101

4.1 Selection of indicators of citizen security in the
conditions of territorial units SR using critical analysis 101

4.1.1 Identification of Determinants for Measuring the
Level of Citizen Security in Territorial Unit

CONAITIONS. ....veie e 104

4.1.2  Conclusions of the critical analysis........................ 111

4.2  Survey on perceived security of Citizens.............ccccc.e... 112
4.2.1  Statistical project on citizens' perception

OF SECUNILY . 112

4.2.2  Summary of survey resultS.........ccccooeevvieniiennennnn. 122

4.3 Proposal of a method for measuring the level
of citizens' security in the conditions of territorial

units of municipalities of the Slovak Republic.............. 123
4.3.1  The essence of the proposed method ..................... 123
4.3.2  Method design specification.............ccccceevvveeiinnnnn, 125

VERIFICATION OF THE PROPOSED METHOD IN

PRACTICE ..ottt 139
5.1 Case study methodology .........cccceeeviveeiieeciiiee e, 141
5.1.1  Case study statistical survey methodology............. 143
5.1.2  Description of the content of each indicator........... 146

5.2 Addressing the case study in relation to the creation
of a public order iNAeX .........cccccevveeeiieeeiie e, 148



5.3 Addressing the case study in relation to statistical

ISSUBS ..ttt ettt e et e ettt e et e e st et e et e e et e e nnn e e e e e 158
Level and variability characteristiCS.............cccoovvvveviineennnnn. 158
Modal interval of a quantitative trait...........c.cccccoeevvveennnen. 160
Detecting dependencies ..........ccoovveiiieiieenie e 166
5.4 Case study concClUuSIONS ..........ccocvveevieeeiiieecie e 168
Summary of the results of the public order index................ 168
Summary of the results of the statistical tracking within the
CASE SEUAY ..o 171
Summary of the results of the case study implementation ...172
ANNEXE ... 173
6 DISCUSSION and RECOMMENDATIONS ........ccccvve. 176
Knowledge for the further development of science
(theoretical contributions) .........ccccccveeviieeviie e, 183
Knowledge for practice (practical benefits) ............ccccccvenne. 188
CONCLUSION ....ooitiiiieit et 190

BIBLIOGRAPHY ...ttt 195



INTRODUCTION

Security is becoming a new phenomenon for citizens, and they
are becoming aware of it and subordinating certain patterns of be-
haviour to it. A safe and orderly environment has its importance not
only in the current time and space, but also with a view to future
development and sustainability. This is facilitated by clear and com-
prehensible objectives for the institution, measurable indicators by
means of which citizens themselves can compare the current situa-
tion, indicators that are universal and binding for all local and re-
gional authorities.

The Committee of the Regions of the European Union formulated
a resolution on "The political objectives of the Committee of the Re-
gions”, in which it clearly stated its commitment to strengthening
security in Europe. In point 19 of this document, it ‘affirms that local
and regional authorities are committed to contributing to the eradi-
cation of the causes of insecurity and violence in all European cities
and regions' (Resolution of the Committee of the Regions on the
Committee of the Regions' Political Objectives (2006/C 192/07)). In
that document, the Committee specifically proposes 'strengthening
the institutional framework and giving the local and regional dimen-
sion a more specific role in the Community approach’. In the context
of the European Security Strategy, the Committee reaffirms its in-
tention to play its part in shaping security in the various regions. In
Comparison to the most up to date European Committee of the Re-
gions' priorities for 2020-2025, the security aspects are visible there
on the level of sustainability and resiliency, which are connected
with the crisis preparedness systems.
At present, local and regional authorities are drawing up an Eco-
nomic and Social Development Plan, but there is still no strategic
document on security at municipal, city or regional level. The above-
mentioned absence is also directly related to the level of legislation,
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which in Slovakia does not give local and regional authorities suffi-
cient opportunities to address security issues in accordance with the
principle of subsidiarity. By its status, location and relationship to
the citizens, a municipality or town represents the most basic ele-
ment of public administration, which is in the closest contact with
the citizens.

Itis proving to be essential that the self-government territorial unit
also engages in a more meaningful, interconnected, results-oriented
process of developing strategic goals and objectives as well as key
processes and sub-objectives. Measurable indicators play an indis-
pensable role in this process. They make it possible to monitor the
level of fulfilment of the set objectives, to assess and compare the
situation with the planned situation or with the situation in other fa-
cilities. In this context, we believe that there is a society-wide re-
quirement for the development of appropriate indicators reflecting
the level of achievement of the set objectives. The development of
such a procedure, including the development of a draft method for
measuring the level of citizen security, would enable institutions, in-
dividuals and social groups to have a better understanding of the fac-
tors of citizen security, which would also be reflected in an increase
in the level of provision of security risk management. This would
create the prerequisites for public authorities to take qualified and
timely measures to reduce security risks. However, a number of
problems also arise in this context which require adequate solutions.
First of all, there is the problem of drawing up appropriate indicators,
with objective justification for their choice. Furthermore, it is the
problem of the correct interpretation of individual indicators into the
final form of a combined indicator, the index of citizens' security in
the conditions of the territorial units of the Slovak Republic. It is
these problems that this monograph solves in order to determine a
suitable, theoretically justifiable and practically usable method for
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measuring the security of citizens in the conditions of territorial units
of the Slovak Republic.

The monograph is logically and methodically divided into three
parts comprising a different number of chapters. The first part has a
theoretical-methodological character, consisting of the first, second
and third chapters.

The first chapter concentrates the methodological background
shaping the final form of the monograph. The first part defines the
subject and object of scientific investigation, with a specific focus
on the definition of the problem and the identification of problems
that require a solution within the given topic. In particular, it de-
scribes the issue from a methodological perspective, defining and
clarifying the problem that the thesis addresses. Particularly im-
portant is the unambiguous formulation of the main objective and
related follow-up tasks of the monograph. It also describes the algo-
rithm of the procedure for the treatment of the topics. Significant
attention is paid to the overview of the methods used in the scientific
work, broken down according to several criteria as they were used
in the individual chapters of the monograph.

The second and third chapters present a set of theoretical and
practical background of the problem. The second chapter focuses on
clarifying the development of views on security in general and then
specifically in relation to humans and its place within risk manage-
ment. It progressively clarifies the terminological basis of the issue
addressed and then explains and applies each of the basic concepts
to specific areas of the solution as they will be used in subsequent
texts. It derives terminological apparatus for further work and ap-
plies general definitions to specific terms within the monograph.

The third chapter then presents an overview of the human security
measurement approaches published so far, at different levels. It as-
sesses the various citizen security measurement methods reviewed
on the basis of the same, clearly established evaluation criteria in the
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form of the method's area of focus, the inputs used, the outputs of-
fered, the algorithm of the procedure, the rating scale, and an assess-
ment of the positives and negatives of the method.

The fourth chapter deals with the specific solution of the defined
problem in relation to the knowledge acquired, taking into account
the own views that shape the individual approach of each processor.
Primary attention is paid to the definition of the territorial unit, in
relation to which the work is addressed in all subsequent chapters.
This is followed by a comprehensive definition of the legal frame-
work of the background of the issue addressed at the level of self-
governing territorial units of towns and municipalities in Slovakia.
A critical perspective on the analysis of the competences and tasks
of self-governing territorial units of towns and municipalities in re-
lation to the definition of qualitative and quantitative features of ser-
vices in the field of security for citizens is used. Attention is also
paid to the survey of citizens' opinions on their perception of security
in order to clarify their competence to professionally assess security
issues in various sub-areas. Subsequently, the chapter culminates in
the final design of a method for measuring citizen security in the
conditions of the defined territorial units of the Slovak Republic. The
result of the application of such a method to measure the security of
citizens in specific conditions is an associated indicator, which we
call the index of citizen security. It describes the focus of the method,
the inputs used, the algorithm, the outputs offered, the scale of eval-
uation, and formulates the limitations of validity from a theoretical
perspective.

The fifth chapter focuses on the verification of the functionality
of the proposed model in concrete practice, focusing on the munici-
pality's services for citizens related to the protection of public order
and crime prevention. According to the specification of the design
method in Chapter Four, we carry out the individual steps in order to
produce an output index of citizen security in the defined area, which
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we call the public order index. Part of the chapter also deals with the
investigation of the addressed issue of public order provision and
crime prevention in the form of a standard statistical design. We then
combine the resulting knowledge about the level and variability
characteristics, frequency intervals, and dependencies of each statis-
tical feature with the resulting index to form an assessment of the
outcomes and their applicability. In its final section, Chapter 5 con-
tains an assessment of the positive aspects, as well as the negatives,
weaknesses, and limitations of the proposed method for measuring
citizen security in specific settings.

The sixth chapter deals with summarizing the results of the stud-
ies in the monograph, including the broader context of linking the
obtained metrics to the municipality's planning documentation and
their possible further use. It formulates conclusions from the con-
ducted research on the subject, evaluates the results of the study and
links them with proposals of a more general nature in relation to the
documentation of the municipality concerning the security of citi-
zens. It proposes to correlate the resulting method for measuring cit-
izen security with the formulation of strategic visions and measura-
ble objectives within the budget documentation of municipalities. Fi-
nally, attention is also paid to specific proposals for the use of the
results from the application of the proposed method for measuring
citizen security in the self-governing territorial units of cities and
municipalities of Slovakia.

The conclusion of the thesis is devoted to the concentration of
information on the theoretical and practical benefits of a specific so-
lution of the subject problem, formulates the results in broader partly
philosophical levels by linking all relevant aspects of the problem.





